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ABSTRACT  
Online platforms have become essential infrastructures for 
communication and commerce, playing a central role in content 
governance and shaping public discourse. While their accessibility 
fosters communication, it also facilitates the spread of harmful 
information, including disinformation. To address these risks and 
enhance transparency and accountability, the European Union (EU) 
introduced the Digital Services Act (DSA), which mandates specific 
content moderation obligations for platforms operating within its 
jurisdiction. This study examines how 27 online platforms govern 
disinformation, employing a mixed-methods analysis of their Terms 
of Service and Community Guidelines. The analysis shows that 
‘misleading’ content is the most frequently regulated category, 
with very large online platforms (VLOPs) and social media 
platforms exhibiting the highest levels of regulation. Although a 
range of sanctions exists, platforms primarily rely on content and 
account removal, with limited mechanisms for user participation. 
The study identifies four main clusters of disinformation addressed 
by platforms: misleading content, imposter content, pseudoscience 
and conspiracy theories, and manipulation. These categories 
illustrate specific regulatory challenges, such as health-related 
disinformation and identity misrepresentation. The paper situates 
these findings within the context of regulatory frameworks like the 
Digital Services Act (DSA), emphasizing the need for further 
research on enforcement practices and the impact of content 
governance.
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Introduction

Platforms are increasingly important in our lives, as they often provide critical societal 
infrastructures (Plantin et al., 2018) and shape cultural production (Nieborg and Poell, 
2018). Online platforms are defined as sociotechnical structures ‘designed to organize 
interactions between users’ (Van Dijck et al., 2018: 4) and ‘ecosystems, or […] stand- 

© 2025 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group 
This is an Open Access article distributed under the terms of the Creative Commons Attribution License (http://creativecommons.org/ 
licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly 
cited. The terms on which this article has been published allow the posting of the Accepted Manuscript in a repository by the 
author(s) or with their consent. 

CONTACT  Rita Gsenger rita.gsenger@weizenbaum-institut.de Institute of Journalism and Communication 
Studies, Free University Berlin, Hardenbergstr. 32, 10623, Berlin, Germany

Supplemental data for this article can be accessed online at https://doi.org/10.1080/1369118X.2025.2590561.

INFORMATION, COMMUNICATION & SOCIETY 
https://doi.org/10.1080/1369118X.2025.2590561

http://crossmark.crossref.org/dialog/?doi=10.1080/1369118X.2025.2590561&domain=pdf&date_stamp=2025-11-24
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
mailto:rita.gsenger@weizenbaum-institut.de
https://doi.org/10.1080/1369118X.2025.2590561
http://www.tandfonline.com


alone interconnected elements of content, services, application, and user communities 
that exist within a single corporate entity’ (Flew, 2021, p. 72). Users (making decisions), 
governments (proposing and enforcing legislation), and the platforms themselves, who 
design and determine the architecture, have a cooperative responsibility for platform 
governance (Helberger et al., 2018). Platform governance can be understood as an 
‘approach necessitating an understanding of technical systems (platforms) and an 
appreciation for the inherently global arena within which these platform companies’ 
function’ (Gorwa, 2019b, p. 857), whereby platforms have been even called the ‘new gov
ernors’ (Klonick, 2018). Moreover, the relations between users, platforms operators and 
what has been called ‘complementors’ (advertisers, developers etc.) (Gorwa, 2019b, p. 
857) are embedded in highly volatile power structures (Poell et al., 2019).

Platforms include various types of undesired content, such as, incivility, hate speech, 
extremism, and harassment (Gillespie, 2018). Especially on social media, disinformation 
persists due to economic and political incentives, human factors, and the lack of platform 
measures (Saurwein & Spencer-Smith, 2020). The European Union passed the Digital 
Services Act (DSA), which intends to increase platform accountability, transparency 
rules, influencing how platforms moderate content. The DSA is considered a landmark 
regulation of platform power that might have considerable influence outside the EU. 
That influence is often called the Brussels effect and was already observed regarding 
data protection regulations. However, the global influences of regulation content and 
speech are more limited due to the difference in understanding of what kind of content 
should be protected under free speech requirements (Bradford, 2020).

Attempting to harmonize European rules, the DSA includes a variety of measures for 
very large online platforms (VLOPs) and very large search engines (VLOSEs). Such an 
intermediary service needs to have more than 45 million monthly active users in the 
European Union (Art. 33 (1), DSA). It must mitigate systemic risks (Art. 34, DSA) – 
including disinformation campaigns (Rec. 83, 84, DSA). These mitigation measures 
include adapting content moderation rules (Art. 35 (1)) and applying and enforcing 
Terms and Conditions (Art. 14 (4)).

This study aims to understand the disinformation governance of platforms operating 
in Europe, including social media, search engines and product marketplaces. In the fol
lowing, the current research on disinformation and platform governance is presented to 
highlight the disagreements regarding governance of legal but undesired speech. A study 
of the Terms of Service and Community Guidelines of 27 intermediaries shows, how 
platforms govern these types of speech and emphasize the need for more diverse and 
user-centric content governance mechanisms.

Literature review

Understanding disinformation

To understand the effectiveness of platform rules in countering disinformation, the 
object of regulation must be understood. The DSA intends to mitigate the economic 
and societal risks of an unchecked internet and the dissemination of disinformation 
(Rec. 2). Furthermore, a lack of policy intervention in the increasing dissemination of 
disinformation content might lead to risks to fundamental rights of information and 
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expression (Marsden et al., 2020). Even as illegal content is a significant risk, the DSA 
does not harmonize which behavior or content counts as illegal. The scope of illegal con
tent should cover the extent of offline illegality, including products (such as narcotics), 
offers (such as scams) or content (such as child sexual abuse material). Therefore, the 
Member States need to develop the details of the regulatory scope. For illegal content, 
interventions concerning the content are required. That is different for expressions 
that are legal (Husovec, 2024a) and might be ‘lawful, but awful’ (Keller, 2022). Compared 
to illegal content and services, the term disinformation is less developed and no uniform 
definition was established (Ó Fathaigh et al., 2021). However, some content that is 
morally or normatively condemned (e.g., racism), might still be legal as it is protected 
by freedom of speech (Keller, 2022). The DSA’s recitals refer to disinformation cam
paigns relating to public health, public security, public discourse, political participation 
and equality, as these might bear risks to society (Rec. 83, DSA).

Disinformation categories are defined in the literature in various ways, often as a tax
onomy with multiple sub-categories. These might include rumors, hoaxes, trolling, con
spiracies, and manipulative and misleading content (Kapantai et al., 2021). Others define 
disinformation as the ‘motivated faking of news’ (Marsden et al., 2020, p. 2). However, no 
unified definition has emerged regarding the inclusion and exclusion of categories, and 
various terms have been used in research and the public discourse to describe the 
phenomenon. Most notably, Wardle and Derakshan’s 2017 typology of the information 
disorder differentiates between disinformation, misinformation and malinformation. 
Disinformation is defined by the European Commission as ‘the creation, presentation 
and dissemination of verifiably false or misleading information for the purpose of econ
omic gain or intentionally deceiving the public, and which may cause public harm’ 
(European Commission, 2018, p. 10). Even though the Commission considers the 
term as a regulatory object, it is also often used as a rhetorical weapon, for instance, to 
discredit political opponents (Galantino, 2023). Misinformation is defined as inaccurate 
information that is held confidently but ignorantly (Vraga & Bode, 2020). Furthermore, 
misinformation sparks outrage, which facilitates its circulation and often shared without 
being reading first (McLoughlin et al., 2024).

Malinformation describes information intended to harm (Wardle & Derakhshan, 
2017). However, the term did not sustain a broader application. Another term often 
used in this context is fake news. Fake news describes false information the media or 
journalists (or someone pretending to be media) disseminate (Jaster & Lanius, 2018). 
However, disinformation, as the deliberate and organized distribution of false infor
mation to cause harm, is most crucial from the perspective of the DSA, which intends 
to regulate ‘disinformation campaigns’ (Rec. 68, 83, 88, DSA). The intention of disinfor
mation is most often to manipulate (Benkler et al., 2018), to harm (Wardle & Derakh
shan, 2017), or to gain some advantage, such as money (Herasimenka et al., 2023) or 
political influence (Keller et al., 2020). However, the intention is often unclear and inac
cessible (Altay et al., 2023) and the effect was overestimated by the media, especially after 
the Cambridge Analytica scandal in 2016 (Karpf, 2019), as interaction with content does 
not equate conviction (Bail et al., 2020). The content of a larger disinformation campaign 
might not be directly harmful and not singular posts, but the larger narratives these posts 
fit into and reinforce are crucial (Wardle, 2023). Moreover, the discourse changes and 
actors that undermine the trust in institutions become stronger (Wardle, 2020).
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Platform ecosystems and governance

The DSA seeks to regulate ‘intermediary services’ (Art. 3), which includes online plat
forms and search engines (Husovec, 2024b). An online platform is a hosting service 
that ‘at the request of a recipient of the service, stores and disseminates information to 
the public’ (Art. 3, lit. i, DSA).

Platforms are often classified according to their business models, which focus on their 
various functions to generate revenue (see, for instance, Derave et al., 2024; Nooren et al., 
2018). They can also be understood according to infrastructure and sectorial functions 
(like health, food, and housing) (Van Dijck et al., 2018). However, not all platform 
types are relevant for disinformation regulation and content governance. Only platforms 
that host and distribute pertinent information and have some sort of network effect are 
essential regarding the distribution of disinformation. That excludes, for instance taxi 
services that might distribute wrong information about a driver.

Platforms are governed transnationally with what Gorwa (2019, p. 5) has called the ‘gov
ernance triangle’. The triangle includes NGOs (e.g., civil society organizations, research
ers), firms (companies and industry associations) and states (including supranational 
groups). Similarly, Balkin (2018) analyzes free speech as pluralist and with regard to 
these three stakeholders. Platforms as intermediaries do not produce content, but they con
nect the users generating content with the users seeking content, i.e., they mediate (Gille
spie, 2018). Moreover, they are usually not entirely liable for the content that their users 
create and provide (Gorwa, 2019b). The development from publishers to platforms altered 
the infrastructure of free expression significantly, so governments regulate in cooperation 
with private companies (Balkin, 2018). Platform companies assume roles similar to those of 
governments, making decisions that affect areas such as foreign policy or crime control 
(Eichensehr, 2019). Platforms, however, do not have state-like sovereignty (Eichensehr, 
2019) and they are not neutral actors (Gillespie, 2018), even though they often assume a 
posture of neutrality or might strive towards it (Eichensehr, 2019). Moreover, users can 
be considered not only citizens of nation-states, but also ‘participants of a transnational 
social environment’ (Muniz Da Conceição, 2025, p. 19). The DSA aims to create a more 
trusted online environment by removing illegal content, holding perpetrators accountable 
and enabling users challenge platforms if they have been wrongly accused (Husovec, 
2024b). Platforms engage in private governance (Balkin, 2018) by, for instance, monitoring, 
editing, and deleting content. Moreover, VLOPs such as Apple might use deplatforming as 
a measure of depriving fringe platforms access to infrastructure (e.g., by banning them 
from the app store) (Monaci, 2024). Various industry initiatives establishing self-regulatory 
measures were adopted, often responding to government pressure or to improve their pub
lic image (Gorwa, 2019). Overall, governments still regulate speech by imposing fines or 
injunctions, however, they also regulate speech by regulating internet infrastructure 
(Balkin, 2014; 2018). Therefore, their role as intermediaries is doubted even though the 
process of (partly) automated ex-post moderation cannot be equated to the editorial pro
cess of newspapers, movies, books, and the like. Platform companies offer various services 
with differing business models and technical capabilities. Moreover, they vary according to 
size and impact. In that regard, proportionality is crucial as more users indicate more influ
ence on public speech (Flew, 2021). That is reflected in the stricter rules of the DSA for very 
large online platforms and search engines.
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Depending on their functionalities, the service providers have differing due diligence 
obligations according to the DSA. For instance, VLOPs must conduct risk management 
(Art. 35) and audits (Art. 37) and make their rules and enforcement transparent (Art. 
42). Hosting services that do not make information available to the public must provide 
notice and action mechanisms (Art. 16). The DSA foresees voluntary Codes of Conduct 
that should encourage compliance with measures against illegal content and systemic 
risks (Art. 45, DSA). The Codes enable the provision of evidence regarding the details 
and scope of risk assessments (Husovec, 2024a). The 2022 Code of Practice on Disin
formation (European Commission, 2022) was integrated into the DSA in February 
2025 and was signed by various platforms, including VLOPs such as TikTok, Meta, 
and YouTube (European Commission, 2023b). The DSA establishes a co-regulatory 
system: the risk management for VLOPs and VLOSEs is overseen by the European 
Commission; other providers are overseen by the Member States. Due diligence obli
gations are supervised conjointly by the European Commission and the Member States. 
Orders regarding illegal content are still made by national authorities, for which the 
DSA only outlines optional requirements (Husovec, 2024a). The Code was criticized 
for not ensuring enforcement or providing a mechanism to monitor process (Galan
tino, 2023).

Platforms have various possibilities to moderate content. The platforms publish pro
hibited content rules in their Terms of Service and Community Guidelines. However, 
these depend on the platform’s values and are frequently imposed on users (Scharlach 
et al., 2023). Previous studies of Terms of Service have focused on various topics such 
as privacy (Kaur et al., 2018), consumer goods (Weiger et al., 2020), or values (Scharlach 
et al., 2023). Furthermore, research has focused on user perceptions, readability, and 
accessibility of terms of service (McDonald & Cranor, 2009). However, differences 
between platforms regarding their governance remain understudied. This first research 
question is: 

RQ1. How does platform governance differ between social media platforms, search engines, 
and product marketplaces?

The governance of undesired content or incivility has mainly been studied in the context 
of hate speech (Obar & Oeldorf-Hirsch, 2020). However, the various forms of disinfor
mation governed by platforms and their understanding have not been investigated. In 
light of the DSA, understanding these governance mechanisms is crucial, as they 
might inform compliance assessments and shed light on the platforms’ understanding 
of disinformation. This leads to the second research question: 

RQ2. How are different types of disinformation sanctioned across different types of 
platforms?

As outlined above, the definition of disinformation remains discussed and its various 
types are complex to assess (Kapantai et al., 2021). It is essential to consider platforms 
understanding as they influence public discourse by setting the rules for infrastructure 
and public spaces. Accordingly, the third research question is: 

RQ3. How can the types of frequently moderated disinformation categories be understood?
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Methods

To answer the research questions, I used a mixed-methods approach to broadly under
stand the material with a correspondence analysis to select crucial aspects for a structured 
content analysis (Mayring, 2015).

Data corpus

Intermediaries, which have the highest economic significance (volume of traffic and 
trade) and power over users, which is measured according to users’ business dependence 
on the platforms (European Commission, 2021), were selected. That list is extended to 
include the intermediaries designated as VLOPs and VLOSEs by the European Commis
sion (2023a). The combination of these metrics allows for a more diverse set of platform 
rules that not only includes user numbers but also economic significance.

To assemble the corpus of analysis, the Terms of Service and Community Guidelines of 
27 intermediaries, which adhere to the EU jurisdiction, were collected. The first round of 
data collection was conducted in October and November 2022. The codebook was devel
oped in 2023 and the data was updated in December 2023 and January 2024 (with a repla
cement of the data by Twitter/X). The corpus is grouped into three categories: social media, 
search engines, and product marketplaces (each intermediary was assigned a code during 
data analysis designating the type: social media (SM), product marketplace (PM), or search 
engine (SE) and specifying the name). The corpus included 777.125 words, including seven 
product market place platforms, four search engines and 17 social media platforms.

Developing the coding frame

The coding frame was developed based on a literature review, including the categories 
object of regulation, rules, procedures and sanctions, which designate the content gov
ernance process. The object of regulation meta-category focused on the literature on dis
information, adapting the typology developed by Kapantai et al. (2021). They base their 
typology on a corpus of eight taxonomical frameworks found in research and additional 
literature from other stakeholders, refining them to focus on disinformation (by exclud
ing some categories, such as satire and parody). The codebook’s platform rules and pro
cedures categories are based on Weiger et al. (2020), who developed a coding framework 
by open coding ToS of consumer product websites. The sanction meta-category was 
developed based on an online content governance taxonomy developed by Goldman 
(2021), assembling remedies employed by at least one platform. These include content 
regulation, account regulation, monetary sanctions and visibility restrictions.

To refine the codebook for this study, two researchers with backgrounds in law and 
communication sciences conducted a test coding of a third of the data. Categories not 
found in the data were removed, and inductive categories identified as salient were 
added. Coding was done using MaxQDA (VERBI Software, 2024).

Coding and analysis

Both researchers recoded the first third of the material until an intercoder reliability of 
Krippendorf α > 0.79 was established. Subsequently, the material was divided and 
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coded by one researcher each. The coding resulted in 4.054 coded text passages. To 
answer RQ1, frequency of codes and the connections between the object of regulation 
and the sanctions are calculated. Subsequently, the most sanctioned categories of disin
formation are selected using a correspondence analysis, and the results provide the basis 
for the qualitative analysis to answer RQ3.

Four clusters (misleading, imposter, pseudoscience and conspiracy theories and 
manipulation) of disinformation across all three platform types are identified as the 
most sanctioned and extracted for qualitative analysis. The extracted text passages 
were organized according to contextual information provided in the data. For instance, 
the text passage ‘misleading content, such as spam,’ was categorized as belonging to the 
cluster misleading and the dimension spam. The quantitative and qualitative results are 
reported in the next section.

Results

Quantitative results: the platform governance process

To understand the differences in platform governance (RQ 1), comparisons were made 
between the categories social media, search engines and product marketplaces. Interme
diaries were also compared according to size (VLOPs, VLOSEs and smaller platforms). 
Figure 1 shows the differences in content types that are regulated.

Compared to other platform categories, regulations on VLOPs and social media plat
forms are the most detailed. Conspirational content and disinformation, in general, are 
regulated strongly, given that spam, for instance, falls under the category of ‘manipu
lation,’ which is less regulated in comparison but does constitute a considerable problem. 
A comparison of coded passages was conducted to answer how different types disinfor
mation are sanctioned across platforms (RQ 2), summarized in Figure 2. The types of 

Figure 1. Frequency of disinformation types coded in platform types (See Annex for the full table).
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sanctions for the disinformation are less varied than might be expected. Platforms have 
many options to sanction content but relocating content, removing credibility badges, 
outing/unmasking, community service, and shadowbanning (Goldman, 2021) were 
excluded from the analysis, as they were not found in the data. However, the reduction 
of visibility of accounts and content might include shadowbanning. Platforms do not use 
that term precisely and rarely explain the process in detail. Generally, most sanctions are 
communicated to the user in some way. However, the details of that communication vary 
considerably (see Figure 2). Deleting content is the most widely used sanction for disin
formation. Other often-used measures to sanction disinformation are removing or sus
pending user accounts or restricting or refusing access to user accounts on the platform. 
The least used measure is to educate users, which refers to conversing with them about 
their behavior and giving them a chance to improve.

Additionally, the procedure of how content is governed needs to be explored to under
stand content governance better. Details about the procedure, which is how these sanc
tions are conducted and how the communication between platforms and users is 
organized, are shown in Table 1.

The categories ‘account and content regulation’ refer to the description of the process 
of sanctioning. Accordingly, platforms inform users about account regulation and, most 
often, content regulation (i.e., users receive a message if they are being blocked or their 
account is deleted). Most notably, VLOPs do not inform users much about the detection 
measures of disinformation they employ and appeal and reporting functions are not that 
prevalent. Furthermore, only some platforms offer user moderation possibilities, which 
refers to users being able to decide who they interact with on a platform. All platforms 
focus on excluding liability across all types of disinformation. Most notably, product 
marketplaces emphasize not being liable for products sold or reviews posted on their 
sites.

Figure 2. Most used types of sanctions of disinformation types (for the entire table, see the Annex).
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Qualitative results: aspects of disinformation

The most sanctioned categories were extracted and analyzed qualitatively to answer RQ2. 
Which types of disinformation are most frequently moderated by online platforms and 
search engines? Four clusters of disinformation across all three platform types are ident
ified. The categories were identified by extracting passages that used the words misleading, 
imposter, pseudoscience and conspiracy theories, and manipulation. The extracted text 
passages were subsequently organized according to their description. For instance, the 
text passage ‘misleading content, such as spam,’ was categorized as belonging to the cluster 
misleading and the dimension spam. The excluded dimensions could not be summarized 
under any specific topic but were still referred to by platforms using the cluster description. 
Table 2 provides an overview of the frequency of clusters and the extracted dimensions.

Misleading content and behavior
Platforms generally regulate misleading content in terms of the topics and, secondly, 
according to user behavior. Content that is misleading and regulated under the Terms 
of Services might be surprising (X), deceptive (Vimeo, Outbrain), factually inaccurate 
(Outbrain) or might be edited or combined to mislead users about events (TikTok). Plat
forms seek to address false authorships, for instance, regarding content or reviews (Face
book, Google Play). However, Facebook is the only platform that regulates the false 
authorship of news content. Otherwise, impersonation, for instance, by using fake 
accounts or creating events to impersonate others (Facebook, Instagram) or posing as 
someone else (X), is not permissible.

Some specific topics are mentioned repeatedly across platforms that are often mislead
ing. These include climate change (Pinterest, Google Play), armed conflicts and war 
crimes (X), the voting process, election results and civic participation (Pinterest, 

Table 1.  Procedure of content moderation of platforms by platform types.

Category VLOSEs
Smaller 

Platforms VLOPs
Search 

Engines
Product 

Marketplaces Social Media

Content Regulation 11 (22,45%) 39 104 (16,51%) 19 (19,59%) 46 89 (15,37%)
(10,34%) (12,11%)

Account Regulation 7 (14,29%) 69 137 (21,75%) 19 (19,59%) 81 113 (19,52%)
(18,30%) (21,32%)

Exit possibilities for 
Users

4 (8,16%) 23 30 (4,76%) 7 16 34
(6,10%) (7,22%) (4,21%) (5,87%)

Appeal 3 (6,12%) 16 46 (7,30%) 3 18 44
(4,24%) (3,09%) (4,74%) (7,60%)

Detection Measures 7 (14,29%) 18 26 (4,13%) 8 7 36
(4,77%) (8,25%) (1,84%) (6,22%)

ToS can change any 
time

3 (6,12%) 29 61 (9,68%) 10 (10,31%) 45 38
(7,69%) (11,84%) (6,56%)

Liability 7 (14,29%) 89 160 (25,40%) 21 (21,65%) 134 101 (17,44%)
(23,61%) (35,26%)

Reporting of 
misconduct

5 (10,20%) 48 23 (3,65%) 7 14 55
(12,73%) (7,22%) (3,68%) (9,50%)

User moderation 0 (0,00%) 39 12 (1,90%) 1 6 44
(10,34%) (1,03%) (1,58%) (7,60%)

Cooperation with law 
enforcement

2 (4,08%) 7 31 (4,92%) 2 13 25
(1,86%) (2,06%) (3,42%) (4,32%)

SUM 49 (100%) 377 630 (100%) 97 380 579
(100%) (100%) (100%) (100%)
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Snapchat, Google Play). These types of content are mainly regulated on social media plat
forms and with most detail by Facebook, Instagram and YouTube. Product marketplaces 
do not include misleading content as part of their prohibited products to sell, except for 
Alibaba, which strictly regulates products against and concerning COVID-19. For some 
products, however, advertisements are restricted and should not be sold to children, such 
as products that claim extreme weight loss.

Content governance not only focuses on content that is not permissible but also on user 
behavior, which is equally important to consider. Misleading user behavior might include 
deceptive activities, including misrepresentation of affiliation or impersonation (Vimeo) to 
mislead other users or manipulate ratings and downloads (Apple App Store). That behav
ior includes primarily spam activities. Many spammers operate with e-mails or private 
messages (Ferrara, 2019). However, spam is prevalent on all types of platforms, such as 
content distributed by social bots (Latah, 2020), compromised accounts (Grier et al., 
2010), astroturfing campaigns (Halperin, 2021) or clickbait news articles (Rubin, 2019). 
Any type of spam is usually designed to attract users with lower digital literacy levels (Red
miles et al., 2018). All investigated platforms consider spam detrimental to the user experi
ence. Spam includes, for instance, clickbait (Google Shopping, Facebook) and misleading 
titles (YouTube). News organizations frequently use clickbait articles to increase website 
traffic (Bazaco et al., 2019). Spam mainly consists of mass messages, possibly automated, 
including bot networks (TikTok, Vimeo). However, these posts and messages are difficult 
to identify, even with automated means (Martini et al., 2021). For search engines, most 
notably Google, spam has also been a problem, and they have engaged in a so-called 
arms race with spammers who tried to optimize the search engine results in their favor 
to spread misinformation (Metaxa-Kakavouli & Torres-Echeverry, 2017).

Imposter
The imposter cluster is organized around inauthentic behavior, impersonation and mis
representation. Impersonation is the most prevalent category, from not creating an 

Table 2.  Overview of clusters and frequency of topics. Duplicate passages were excluded.
Search Engines Social Media Product Marketplaces

Misleading 28 190 109

Content 14 (50%) 38 (20%) 18 (16%)
Spam 6 (21%) 32 (16%) 18 (16%)
Behavior 6 (21%) 17 (9%) 2 (2%)
Excluded 2 (7%) 103 (54%) 71 (65%)

Imposter 13 54 41
Impersonation 9 (69%) 20 (37%) 13 (31%)
Misrepresentation 1 (7%) 15 (27%) 9 (21%)
Excluded 3 (23%) 19 (35%) 19 (46%)

Pseudoscience and Conspiracy Theories 14 69 18
Health 3 (21%) 13 (18%) 5 (27%)
Vaccines 0 22 (31%) 0
Miracles 0 5 (7%) 3 (16%)
Conspiracies 0 15 (21%) 1 (5%)
Climate 0 4 (5%) 1 (5%)
Excluded 11 (78%) 10 (14%) 8 (44%)

Manipulation 15 63 61
Coordinated Behavior 2 (13%) 7 (11%) 2 (3%)
Images and Media 7 (46%) 15 (24%) 1 (1%)
Manipulation of the System 4 (26%) 11 (17%) 32 (52%)
Excluded 2 (13%) 30 (47%) 26 (42%)
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account for someone else or speaking for someone else without their permission (Insta
gram, Facebook), pretending to be someone else (Twitch), like a celebrity or an elected 
official (Tumblr), to not user others usernames (Instagram, Twitch). These practices are 
often prohibited due to their intent to deceive (Wikimedia, Reddit, Facebook, Bing) and 
they are frequently connected to fraud (Bing, Google Search). YouTube differentiates 
between two types of impersonation: 

Channel impersonation: A channel that copies another channel’s profile, background, or 
overall look and feel in such a way that makes it look like someone else’s channel. The chan
nel does not have to be 100% identical, as long as the intent is clear to copy the other chan
nel. Personal impersonation: Content intended to look like someone else is posting it.

Misrepresentation regards the regulation of pretending to have a different affiliation with 
a person, organization or entity (Snapchat, Pinterest) or falsely representing the platform 
as a moderator (Reddit). If a user is misrepresenting their identity, they are, according to 
Facebook, ‘[u]sing a name that is not the authentic name you go by in everyday life’ and 
‘using an inherently violating name, containing slurs’, providing wrong information or 
having multiple accounts. These are connected to inauthentic behavior, as it refers to 
the process of misappropriating identities (X) or misleading people about ‘identity pur
pose’ or the ‘origin of the represented identity’ (Facebook).

Pseudoscience and conspiracy theories
The cluster is divided into health, vaccines, wrong treatment, climate, miracles and con
spiracies. Pseudoscience and conspirational content were often directly mentioned 
regarding disinformation, especially connected with the misleading category. Therefore, 
considerable overlaps of the categories can be observed.

In the health cluster, general misinformation about COVID-19 is prevalent, for 
instance, ‘products which have unfounded medical claims or claims related to 
COVID-19’ (Aliexpress) or contradicting the remedies against and spread of COVID- 
19 (YouTube). Other general health topics focus on weight loss products (Google Shop
ping), the denial of AIDS (Google Shopping) or anything contradicting scientific consen
sus and best practices (Google Search). In a second cluster, miracles are restricted, which 
includes ‘“miracle cures” for medical ailments such as arthritis, diabetes, Alzheimer’s dis
ease, or cancer’ and ‘[p]roducts that claim to be “cure-all” for several diseases’ (Google 
Shopping). Moreover, miracle weight-loss products (Facebook, Instagram) or other 
miracle cures that can heal everything (X, LinkedIn, Taboola) are not permissible. 
Finally, any product that ‘undermine[sic!] religions, or promotes cults and superstitions’ 
(Aliexpress) is not allowed.

Similarly, disinformation about vaccines is mentioned by the majority of platforms, 
including anti-vaccine advocacy (Google Shopping), anti-vax information (VK) or advice 
(LinkedIn). Furthermore, many platforms detail that suggesting alternative treatments to 
vaccines, such as Vitamin C (LinkedIn) or relying on natural immunity (Vimeo), are not 
permissible. Spreading information about dangerous consequences of vaccines, such as 
sudden infant death syndrome, autism or the disease they are against (Facebook, Insta
gram). Public health is considered a collective right that might be at risk due to online 
content (Art. 34, DSA). Furthermore, spreading disinformation about vaccines can be 
detrimental to public health, for instance, in Nigeria, where an anti-vaccination 
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campaign led to the murders of vaccine workers in 2013 and finally also to the ban of 
polio vaccination by law (Berman, 2020). Other examples of information contradicting 
scientifically proven facts regarding climate change (YouTube, TikTok, Pinterest), and 
the misrepresentation of solutions to climate change (Pinterest). Climate change is 
argued to threaten health, well-being, security, and fundamental rights. It can, therefore, 
be understood as a systemic risk under the DSA (Griffin, 2023).

Conspiracies are often not allowed, with examples such as ‘Pizzagate, QAnon, 
StopTheSteal’ (YouTube), which are considered harmful. Furthermore, Google Shopping 
does not allow users to claim to be the victim of a conspiracy. Conspiracy theories, like 
QAnon can lead to political radicalization and undermine public security, as shown by 
the Capitol Hill riots on January 6 (Moskalenko et al., 2023). Moreover, QAnon has 
been interpreted as an extremist movement connected with anti-government protests 
(Miotto & Droogan, 2024).

Manipulation
The data in the manipulation cluster mainly focuses on two types: Coordinated inauthen
tic behavior to manipulate other users. That is, for instance, explicitly called out by Insta
gram and Facebook. That type of behavior is akin to disinformation campaigns regulated 
by the DSA (Rec. 69, 83, 88, DSA), which might be advanced by states (Iosifidis & Nicoli, 
2021) to internally discredit politicians or the media (Hameleers, 2023), or the interfer
ence by foreign states (Wagnsson & Barzanje, 2021). Such coordinated campaigns were 
attempted, for instance, during the 2016 US presidential elections (Benkler et al., 2018). 
However, Meta seems to be the only platform company considering inauthentic coordi
nated behavior in a larger sense. Other platforms focus on specific behaviors such as 
manipulating content for one particular point of view (Wikimedia) or manipulating 
the algorithm with affiliate links (Pinterest). For product marketplaces, manipulative 
behavior is regulated regarding the site’s integrity (Aliexpress).

As a second cluster, manipulated media content, such as deepfakes or content pro
duced by generative AI, is considered. That includes ‘no synthetic media’ of ‘public 
figures (contains the likeness (visual or audio) of a real person, including: (1) a young 
person, (2) an adult private figure, and (3) an adult public figure when used for political 
or commercial endorsements, or if it violates any other policy)’ (TikTok). That policy is 
connected to hate speech, sexual exploitation and harassment (TikTok). No manipulated 
images or media (Instagram, X, Google Play, Google Search), or ‘highly deceptive 
manipulated media’ (Facebook, Instagram) should be shared not to cause harm or con
fuse people (X). That explicitly includes AI produced content, that seems authentic 
(Instagram) or ‘distorts real-life events’ (LinkedIn). Some platforms suggest a watermark 
for such content (Google Play).

Discussion

This study investigates the content governance of disinformation on online platforms 
and search engines.

The process of moderation did not vary strongly across platform sizes and types. Most 
platforms have a form of communication to inform users that their account or content is 
sanctioned. The rules do not specify the level of detail of these communications. Appeals 
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can sometimes be made; these, however, differ according to the severity of the violations. 
Platforms must publish transparency reports, detailing their content moderation efforts 
(Art. 42, DSA) and they are required to notify users about their decisions and provide 
redress mechanisms (Art. 16(5)). As platforms assume roles similar to governments 
regarding free speech, they might also enable an expansion of user rights, even counter
ing governmental tendencies (Muniz Da Conceição, 2025). However, user moderation is 
generally not incentivized, for instance, regarding recommender systems that contribute 
to platform revenue. From the platforms’ perspective, uniform rules are necessary, to 
attract advertisers. The DSA provides empowerment as it enables users to decide for 
themselves what information they consume (Husovec, 2024b).

Many platforms also adopt a system of strikes. Most notably, Aliexpress has a compli
cated system that ranks users according to the strikes they receive. The system does not 
seem very transparent, and the violation of rules depends on the platforms’ interpret
ations. Others, like YouTube, warn users whenever a strike is issued, and users can 
appeal. Though AI technologies often support content moderation (Gorwa et al., 
2020), many platforms are not transparent and consistent in their reporting on the use 
of automated tools in content governance (Dergacheva et al., 2023).

The sanctions vary according to the affordances and requirements of platforms. The 
variances often lie in the details of measures, as some platforms, like Facebook and Insta
gram, provide detailed justifications and examples for disinformation. These more 
detailed rules might also be a tool for managing any adverse effects on the company’s 
reputation as a tool for the spread of harmful information (Opgenhaffen, 2023). No con
siderable difference between larger and smaller platforms could be observed; some smal
ler platforms, such as Taboola, also include very miniscule rules. Content moderation 
seems uniform across many platforms, with removal being a standard measure. Deplat
forming is most often used for illegal content, such as terrorism or pornography. How
ever, more recently, deplatforming was expanded to content that breaches platforms’ ToS 
(Monaci, 2024). Studies on deplatforming show that users who were deplatformed for 
spreading conspiracy theories make alternative accounts on other platforms (Innes & 
Innes, 2023). Deplatforming, however, has still proven effective in limiting the reach 
of disinformation (Rauchfleisch & Kaiser, 2024) and it reduces the attention given to 
influencers (Horta Ribeiro et al., 2025). Furthermore, deplatforming reduces the conver
sations about the deplatformed persons and reduces the toxicity of their followers on that 
particular platform (Jhaver et al., 2021). Overall, more diversity regarding content mod
eration would be beneficial in addressing disinformation more effectively. Appeal mech
anisms have not been shown to increase user perception of fairness and transparency of 
decisions in a study on Facebook (Vaccaro et al., 2020). However, better communicating 
the moderation and justification rules would be helpful. Some platforms employ a user 
moderation system, such as Reddit or Wikimedia. Still, Reddit has not established a 
definition of disinformation. On these platforms, spaces for debate of flagged content 
or the role of flagging are established. Other platforms have a more ‘monarchic structure’, 
where debates about content decisions have to be led outside of the platform (Crawford 
& Gillespie, 2016, p. 422).

The types of disinformation are clustered according to the dimensions described by 
the platforms. The role of spam and its intersection with disinformation content is 
repeatedly shown in the data. Spammers might not be as influential as influencers or 
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opinion leaders. Still, they operate on a larger scale and create much content that influ
ences discussions (Cantini et al., 2022) or disrupts the user experience (Karunakaran & 
Brorson, 2019). The stricter rules regarding disinformation are most likely a result of 
public pressure, for instance, on Meta regarding hate speech policies (Griffin, 2020). 
Moreover, the COVID-19 pandemic and the media attention on ‘the information dis
order’ (Wardle & Derakhshan, 2017, p. 20) resulted in stricter rules regarding health 
information, vaccines and information about COVID-19, which are included in almost 
every platform.

The assessment of content or user accounts that should be regulated is often based 
on the expected consequences, mainly their influence and harm. Assessing harm 
across platforms is challenging, and the impact of content is often unclear (Altay et 
al., 2023). Moreover, direct effects are a lot rarer than assumed (Karpf, 2019; Bail et 
al., 2020) and the focus on foreign actors prevent the realization that domestic actors 
also undermine trust in institutions, such as scientific institutions and governments 
(Wardle, 2020). Particularly, the information environment on online platforms is 
volatile and fast-paced. While regulations do not adapt quickly, platforms can adjust 
their content moderation systems and contribute to a fact-based and respectful online 
environment.

Conclusion

This study analyzes the intended platform rules and the platforms’ understanding of dis
information. However, the study has some limitations. First, the enforcement of the regu
lations was not investigated. Therefore, it is unclear if the content is detected and 
regulated as the Terms of Service and Community Guidelines describe.

Second, another aspect crucial for disinformation is advertising. Advertisers are essen
tial for platforms to generate revenue, and they are potential spreaders of disinformation. 
Therefore, advertising guidelines of platforms are also worthwhile to study complemen
tarily to Terms of Services and Community Guidelines.

Lastly, as the DSA is a recent regulation, its impact and the details of its implemen
tation are not yet clear. Therefore, conducting a follow-up study might be beneficial in 
understanding the implications of the regulation and its shortcomings.

Nevertheless, this study gives crucial insights regarding the content governance pro
cess of disinformation and sheds light on differences across platform types and sizes. 
These insights can be essential to understanding the perspective of platforms on disinfor
mation and the change that the DSA might bring.

The data that support the findings of this study are available from the corresponding 
author, [author initials], upon reasonable request.
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